Q: How is the CISSP exam changing?

A: The CISSP exam is being updated to stay relevant amidst the
changes occurring in the information security field. Refreshed
technical content has been added to the Official (ISC)2 CISSP
CBK to reflect the most current topics in the information security
industry today. Some topics have been expanded (e.g., asset
security, security assessment and testing), while other topics
have been realigned under different managerial competencies
required from an experienced information security professional to
effectively design, engineer, implement and manage an
organization’s information security program with an ever-changing
security landscape.

As a result of the content refresh, we have updated come of the
domain names to describe the topics accurately.

CISSP Domains, Effective April 15, 2015

Security and Risk Management (Security, Risk, Compliance,
Law, Regulations, Business Continuity)

Asset Security (Protecting Security of Assets)

Security Engineering (Engineering and Management of
Security)

Communications and Network Security (Designing and
Protecting Network Security)

Identity and Access Management (Controlling Access and
Managing Identity)

Security Assessment and Testing (Designing, Performing,
and Analyzing Security Testing)

Security Operations (Foundational Concepts, Investigations,
Incident Management, Disaster Recovery)

Software Development Security (Understanding, Applying,
and Enforcing Software Security)



